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Assessment of Compliance with Access to Information Act and Privacy Act

Executive Summary

The Access to Information Act gives Canadian citizens, permanent residentsnyprparson or
corporation present in Canada a right to accesgndtion that is contained in government
records. ThePrivacy Act provides them with the right to access their peasinformation held
by the government, and protection of that informratagainst unauthorized use and disclosure.

In October 2010, the Office of the Privacy Comnussir released a report in response to a
complaint alleging Veterans Affairs Canada’s mistisng of a Veteran’s personal information.
The Privacy Commissioner concluded that the Depamtrwas not compliant with federal
privacy legislation and lacked the controls to pobtsensitive information from being widely
disseminated within the Department. In respongbédse findings, the Department prepared a
10-point action plan outlining the corrective measuhat would be taken.

We were engaged to complete step nine of the aptaon— an independent assessment of the
Department’s compliance with tiAecess to Information Act and thePrivacy Act. Our
assessment criteria were drawn from the sectiotiseofcts for which the Department has
responsibility. Management agreed with the suiiigtilf these criteria. At the Department’s
request, our scope was expanded to assess itepsdgrimplementing the 10-point action plan.

This was an assessment, not an audit, and wagdreret designed or performed to provide a
high level of assurance. Our assessment approadisted of inquiry and review of
documentation to gather evidence of the Departra@atimpliance with the Acts. Our findings
apply to the period when we conducted our assedsipnl 1 to May 31, 2011.

The Department has worked to reduce the risk afwré privacy breach introducing policies
and procedures to prevent and detect the misudesofs’ personal information by its
employees. Given the recent implementation of tices@ges, we could not assess the
effectiveness of the policies and procedures ineaaiy compliance with the Acts. Employee
education and training are now critical to sucadssfiplementation of the new policies and
procedures.

The Acts require the Department to respond to retguer information within 30 days. We
found that in 2010-11 the Department completed mbug0 percent of requests within the
legislated time frame. With respect to the dispo$glersonal information in accordance with
established records retention periods, we fountth@Department was not disposing of
electronic records maintained in its Client Sersibelivery Network system.

At May 31, 2011, the Department had substantivelpgleted its 10-point action plan. Five of
the 10 steps were completed and 5 were ongoingloge®training and monitoring are
continuing. The Department plans to complete dlbas prior to the Privacy Commissioner’s
audit, anticipated in fall 2011.

This report contains four recommendations for ilmproent to which management has agreed.
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Assessment of Compliance with Access to Information Act and Privacy Act

Introduction

TheAccess to Information Act gives Canadian citizens, permanent residents)ypparson or
corporation present in Canada a right to accessnrdtion that is contained in government
records. Theérivacy Act provides them with the right to access their peasanformation held
by the government and protection of that informra@gainst unauthorized use and disclosure.
Ministers and department heads are responsiblen&uring that they are in compliance with
each of these pieces of legislation.

In October 2010 the Office of the Privacy Commiasio(OPC) released a report in response to a
complaint alleging Veterans Affairs Canada’s (VACtte Department) mishandling of a
Veteran’s personal information. The Privacy Cominissr concluded the Department was not
compliant with federal privacy legislation and ladkthe controls to protect sensitive information
from being widely disseminated within the Departindine OPC made the following four
recommendations to help the Department in addrg$kissues noted in its report. The
Department should:

1. Take immediate steps to develop an enhanced prp@iayy framework with adequate
protections and controls to regulate access tmpatsnformation within the department.

2. Revise existing information-management practicespolicies to ensure that personal
information is shared within the department on @da®-know basis only. Personal
information, including but not limited to sensitiv@dical information, should not be
shared with programs that have no operational remquénts for access to such
information.

3. Provide training for employees about appropriatsqeal information-handling
practices.

4. Review procedures to ensure that consent is olatgner to personal information being
transferred to veterans’ hospitals.

In response to the OPC report, and at the Minstejuest, the Department prepared a ten-point
action plan specifically outlining the steps beialen. Item nine of the action plan was to
conduct an independent annual assessment of thertemt’'s compliance with thiccessto
Information Act andPrivacy Act (the Acts).The Department engaged Audit Servicasada

(ASC) to conduct this first annual assessment@Dpartment’s compliance with the Acts.
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Assessment of Compliance with Access to Information Act and Privacy Act

Assessment Objective

The objective of this assessment was to assefeh@tment’s compliance with tiAecess to
Information Act and thePrivacy Act.

The criteria used to assess compliance with the Awtl their sources are listed at Appendix A.
Management agreed to the suitability of these assest criteria.

Assessment Scope and Approach

This was an assessment, not an audit, and thertbiengagement was not designed or
performed to provide a high level of assurance. &gessment approach consisted of inquiry,
review of documents, and analysis to gather paoititne evidence of the Department’s
compliance with the Acts.

Our assessment was directed at the sections dfdiisefor which the Department has
responsibility. For théccessto Information Act, this included: Access to Government Records;
Exemptions; Third Party Intervention; and annugbréng to Parliament. For tHerivacy Act,

this included: Collection, Retention, and DispasfaPersonal Information; Protection of
Personal Information; Personal Information BankexsBnal Information Index; Access to
Personal Information; Exemptions; and annual répgto Parliament.

Our assessment scope did not include the Regushticade pursuant to thecess to

Information Act and thePrivacy Act. These Regulations contain information descriliog

certain sections of the Acts are to be applied.dlenot assess compliance with the Acts at this
level of detail.

At the Department’s request, we expanded our stmpssess the status of each item in the ten-
point action plan.

Our findings apply to the period during which wendacted our assessment, April 1 to May 31,
2011. Many changes took place and new policiegpanckedures were introduced in April 2011.
In those areas, our findings are limited to whetherpolicies and procedures are well designed
to deliver services in compliance with the Acts.

! Access to Information Regulations and Privacy Regulations
- ]
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Assessment of Compliance with Access to Information Act and Privacy Act

Assessment Findings Summary

The Department has worked to reduce the risk afuré privacy breach by introducing policies
and procedures to prevent and detect the misudesofs’ personal information by its
employees. Employee education and training arearaigal to successful implementation of the
new policies and procedures.

Given the recent implementation of these changes;omld not yet assess the effectiveness of
the policies and procedures in achieving compliamitie the Acts.

Summary results for the assessment criteria asepted at Appendix B.

Since October 2010, the Department has workededitlg to complete its 10-point action plan.
Nine of the ten action plan steps were substantivepleted at May 31, 2011. Five steps were
fully completed and five were ongoing. Ongoingats were primarily related to employee
training and monitoring.

The Department plans to complete all actions gadhe Privacy Commissioner’s audit,
anticipated in fall 2011.

The implementation status of the action plan is@néed at Appendix C.
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Assessment of Compliance with Access to Information Act and Privacy Act

Assessment Findings

Access to Information Act

The criteria used to assess compliance withAtloess to Information Act and our related
findings and recommendations are detailed below.

Criterion 1-1 — The Department responds to requests accurately and completely,
providing timely access to records in the format re guested.

As a result of our document review and interviews found that:

1. The Department developed policies and procedurgsrfeessing requests for access to
records under thaccess to Information Act to allow the Department to respond to requests
accurately and completely and provide timely actesscords in the format requested.

2. The policies and procedures make level-3 manageikifigher) responsible for providing
accurate and complete information in responserémaest. The responsible manager must
complete an Access to Information Response formfircoing that the records provided are
complete and accurate; that records can be rel@asie€ir entirety; identifying areas that
may require exemptions; and indicating if thereravgecords available.

3. The policies and procedures make the ATIP offiesponsible for administration of the
request for records. They prepare a detailed reédoete ATIP liaison officer and, when
the records are returned, the ATIP officers veltifgt the records are responsive to the
request and apply exemptions in accordance witlAthewhere required. Once the ATIP
officer is satisfied that the request is compl#te,records and a letter are sent to the
requester with the goal of meeting the 30-day megquent stipulated in the Act. The
Department’s procedures are similar to the gen€r#P process outlined at Appendix D.

4. Each area within the Department has its own ATaisdin officer(s) and requests can
require several liaison officers to obtain recadistified. For example, requests
concerning the Department’s hospital required thatiaison officers in various areas of
the hospital be contacted to retrieve records requWe noted one such request that took
174 days to complete as the ATIP officer contaei@ch area repeatedly to make certain the
information provided was complete.

5. The Department has tools to help ensure the itistitsiare completing requests accurately,
completely, and that access is provided on timanipies of tools the Department uses
include:

» Action checklist — used on all ATI request filesewh the ATIP officer records the
requester, case file number, due date of the reques ATIP officer responsible. It
also requires ATIP officers to confirm they haveated an acknowledgement or
transfer letter, identified what institutions magmMe records related to the request,
other types of records that might be associatell thi request, file email messages,
and updated the AccessPro Case Management Syshech, is/the electronic system
used by the ATIP coordinator to track all acti\strelated to a request.
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Assessment of Compliance with Access to Information Act and Privacy Act

» Access to information response form — requiresl{8weanagers, or higher, to sign-
off that the records provided by the ATIP liaisdficer to the ATIP officer are
complete and accurate. This is to ensure that Hreager is aware of the request and
that all records related to the request were peakid

* Impact statement — requires the exemptions beiptiepto include a rationale
supporting the recommended exemption cited in ttie A

6. There were 6@ccess to information requests outstanding in 2010-11 that were carried
forward to 2011-12.

Criterion 1-2 — The Department twice a year confirms that its list of records and
manuals is accurate, complete, and up to date.

As a result of our document review and interviews found that:

7. Annually, the Department is required to publisheadatiption of its organization,
responsibilities, programs and activities, the s#gsof records under its control, the
personal information found within those classemfufrmation, a list of the manuals used
by employees in administering or carrying out tsibnal programs, and activities that
affect the public; and a contact for access tormédion and privacy requests. The
information is published in a legislated publicatittled Info Source, a Treasury Board of
Canada Secretariat website, that's primary purpogeassist individuals exercise their
rights under théccess to Information Act and thePrivacy Act.

8. The Department submitted information to the Trea8oard Secretariat during the year to
update the publications listed on Info Source.

Criterion 1-3 — The Department responds to requests for access to records as
required and within the stipulated timelines.

As a result of our document review and interviews found that:

9. TheAccessto Information Act requires the Department to notify the requestevriting
whether they will be given access to the recordktarprovide access within 30 days of
receipt of the request. The Department sends amadkdgement letter notifying the

requester that the Department has received theseaqnd has begun work on completing
the request.

10. For purposes of understanding and assessing tbegs,ove reviewed three requests
submitted under th&ccess to information Act and found:

» The Department telephoned one requester the dagdoest was received to clarify
the records being requested. This resulted in g@aBment notifying the requester
that they did not need to make a request undeidbess to Information Act to obtain
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the records they were seeking. The ATIP officeemefd them to the National Client
Contact Centre.

» The Department answered one request within six dais receipt.

» The Department completed one request more thamdg®after the initial request
was received. Consultation with another governndeptartment was required before
the request could be completed. A letter was setiitet client notifying them that it
would take more time to complete the request dukdmature of the records being
requested. The letter notified the requester tiat tvere entitled to contact the
Information Commissioner and file a complaint.

11.The 2010-11 draft of the Annual Report on the Adstration of theAccess to Information
Act indicated the Department responded to 60 percemqufests within 30 days of their
receipt and, on files where an extension was tak&mercent of requests were completed
on time. The Department received 148 formal reguesich is a 7 percent increase over
the previous year.

Criterion 1-4 — The Department applies exemptions to the disclosur e of records
in accordance with the Act.

As a result of our document review and interviews found that:

12.For purposes of understanding and assessing thegsowve reviewed three requests
submitted under thAccess to Information Act and found that the Department applied
exemptions to one of the requests. The sectioed titthe file were:

* 19(1) — information was redacted because it coathpersonal information of an
individual other than the requester;

* 21(1)(b) — information was redacted because itedléo an account of consultation
and debriefings involving officers or employeesaajovernment institution; and

» 23 -information was redacted because it was stdnjé¢o solicitor-client privilege.

13.The 2010-11 draft Annual Report on the Administratf theAccess to Information Act
identified 111 cases where formal requests had pttens applied. These included the
sections mentioned above as well as sections 14,6148, 20 and 22 of thAecess to
Information Act.

14.ThePolicy and Procedures for the Processing of requests for Access to Records and
Personal Information under the Access to Information Act and the Privacy Act provides
guidelines on the application of exemptions untdeccess to Information Act. The
authority to apply the exemptions as outlined mdlkelegation of authority rests with the
ATIP officer. However, an institution providing m@&ds is required to review the records
and highlight the information they recommend exeamst be applied to. The ATIP officer
decides whether the information highlighted recuiggemption, and if other parts of the
records also require exemption. The Departmentralgoires that an impact statement form
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be completed by the providing department justifytimg reason for the disclosure or
protection of the information.

Criterion 1-5 — The Department provides third parties with notice that it intends
to disclose a record

As a result of our document review and interviews found that:

15.The Department uses a standard letter to notifg fharties of its intent to disclose a record.
The letter states, ‘Although we have reason tcelbelthat these records may contain third-
party information as described in Section 20(1hefAccess to Information Act, we do not
have sufficient information in our files to subgiate this. Thus, as required by the Act, we
intend to disclose the records on (datdf)you have any concerns with the disclosure of
these records, please make written representabahg undersigned as to why portions of
the records should not be disclosed. If you hateesponded by (Date), the records will
be disclosed.” We found that the need to notifyctiparties occurs infrequently.

Criterion 1-6 — The Department prepares an annual report on the ad  ministration
of the Act to be tabled in Parliament within three months of year end .

As a result of our document review and interviews found that:

16.The Department prepared its 2010-11 Annual Repothe Administration of th&ccessto
Information Act in May 2011. The Report must be submitted to ¢émhse of Parliament
within three months from the financial year endibRarliament is not sitting, within 15
days of the next session. At the time of our reporhpletion, the deadline had not passed
and the Report had not been submitted.

17.The 2009-10 annual Report was deposited with teek@if the House October 19, 2010.
The House was not sitting the end of June whefR#port was due and it resumed its
session September 20, 2010. The Report was suddfiteays after the House returned for
the third session of the 40th Parliament.
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Privacy Act

The criteria used to assess compliance withPtineacy Act and our related findings and
recommendations are detailed below.

Criterion 2-1 — The Department collects, retains, and disposes of personal
information in accordance with the  Act.

As a result of our document review and interviews found that:

18.The Department implemented=@neral Privacy Policy and Guidelines for the Collection
Creation, Management, and Handling of Personal Information March 31, 2011. This
document is available on the Department’s intrartet

19. The Department collects data for the various pnogrand services it delivers to its clients.
The Department controls the types of informatiotkected by using forms which specify
the information to be gathered. The forms useghtber information are completed either
by the client, staff or a third party. Some of ¢nésrms are completed in person at a district
office, through client MyVac accounts, by nurseg] ay individuals who have been given
power of attorney on behalf of a client.

The Department is reviewing its forms to make certiaey meet the need-to-know
requirement of th@rivacy Act and that the Department is not inadvertently ctithg
information it does not require for a specific nlipurpose. The Department now
requires that any new forms used to gather infaonadre first reviewed by IM
advisors and approved by the IM Director to confthmy comply with legal and
technical authorities.

Forms used by nurses require a more general agptoaollecting information when
they are performing a client assessment. Nursetharefore provided with privacy
training on what is considered acceptable inforamaéind what is considered to be
excess information.

For the purposes of understanding and assessirmlieetion of information, we
reviewed a sample of forms and noted they contaangtdtement identifying the
reason for the collection of personal informatiowl @ statement that it is protected
under thePrivacy Act from unauthorized disclosure.

20. Areas within the Department are responsible fougng the records retained are up-to-
date. The Veterans Independence Program, for examp@iforms annual reviews and client
screenings to confirm that records are correctsé&meviews involve contacting clients and
verifying information based on a questionnaire.

21.Records may also be verified when clients contaetiepartment. Client screenings are
conducted from a prepared list of questions.

22.The Department has a Records Disposition Authasgyed by Library and Archives
Canada allowing it to dispose of records no lomgguired. This is currently being applied
to paper documents. It cannot, however, be apphi@dectronic records until the
Department implements an electronic documents ecafds management system.
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23.The complexity of CSDN's design prevents the Dapartt from removing electronic
records in an efficient manner.

Criterion 2-2 — The Department protects its personal information.
As a result of our document review and interviews found that:

24.1n response to the recommendation from the Offfda® Privacy Commissioner, the
Department developed a Privacy Framework whichimgéemented on April 1, 2011. The
Framework creates awareness and provides guidatiteespect to information
management and privacy practices. The frameworkpcises the:

» General Privacy Policy and Guidelines for the Collection, Creation, Management,
and Handling of Personal Information. This document is the main component of the
Department’s Privacy Framework.

* Veterans Affairs Canada Privacy Protection Infrastructure. This document outlines
the responsibilities of the newly created positdChief Privacy Officer (CPO) and
the new Departmental Privacy Committee (DPC). TROG responsibility is to
provide strategic leadership and oversight on pgivasues. The DPC, chaired by the
CPO, reviews risk management and privacy compligaiog establishes privacy
priorities and measures.

» Information Management Policy, Veterans Affairs Canada Information Management
Best Practices, and IM & Privacy Directive on Email. This document provides
guidance on effective information management.

*  Privacy Breach Policy and Privacy Breach Guidelines. Provide information in terms
of objectives and definitions. This document pregdoles and responsibilities of
specific positions within the Department and onaad to be taken if there is a
privacy breach.

25.The Department established a Matrix Review Committeevaluate who should have
access to CSDN. Questionnaires, developed by thexMReview Committee of the IT/IM
Directorate, were sent to units within the Deparitrie obtain information related to
employees’ need to access the system. An Accesa@avas responsible for working with
managers or supervisors to document the rationaleaich CSDN access level essential for
the employee to carry out their required job fumasl. The Functional Authority for each
level approved or denied the access, often ongy afarifying and questioning the rationale
provided. An example of a completed questionnaickuding sample rationales was
provided to CSDN Access Contacts and managerseTaaple rationales included,
‘Access level 3 required to view all client infortizan with the exception of payment
information and pension history’ and ‘Access le&éInot required because we do not have
to see what a veteran has done online’. The hdax oéview of positions was completed
and changes are being implemented. The 2800-3@d@nsywsers were reduced by
approximately 400. The regional reviews are noteekgd to be completed until September
2011.

26. A preliminary review of the Department’s IM/IT emenment undertaken in November
2010 by an expert from FINTRAC resulted in a numifelecommendations. Considered
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27.

28.

29.

highest in priority were those related to the répgrdatabase (RDB), which contains
information from the operational databases andcegssible by over 100 users within the
Department. The recommendations were:

* Reassessinformation gathering with a privacy lens. The Department determined
that creating additional reports without identifién a parallel catalog would not be
an effective solution. Instead, privacy training tiee system’s frequent users will be
implemented.

* Review and ensure operational reports posted do not contain personal
information. Since the resources needed to change the forneaisiing reports are
not available, the operational reports will be esved as they come up for renewal.

* Enhance RDB audit capabilities. An audit program was implemented capturing user
activity.

* Review user access and enhance for smaller subset reporting. The Department
reviewed and verified RDB users but was unablénd the extent of access because
of the nature of the database. They are lookingu@ther solution.

FCHPS, a benefits payment system contracted to We@due Cross, is defined to be

under the Department’s control. The Departmentatasss control policies and procedures
in place to manage access by its employees. FoaWe@lue Cross employees who have
access to the system and related client informatiata modifications and authentication
events are logged and recorded for audit purp&Xesd-only inquiries into client

information are not reported for audit purposescakding to Medavie Blue Cross, access to
the system is reviewed on an annual basis and ‘tweledow’ is part of its overall access
control process.

In October 2010 the Department began monitoringssto CSDN to verify that employees
have a need-to-know reason for accessing clieed.filThe emphasis is on read-only
accesses. Emails were originally sent to managhkisiag them of employee access but
there was slow or limited response. Emails are semt directly to employees advising
them that their access to a specific client not&lwas detected and they are required to
provide a legitimate reason to access the filenployees fail to respond their supervisor is
advised. Related to the CSDN monitoring initiatiwe, found:

* There are 9 million CSDN accesses per year or 80ped day. IT Security staff
indicated that even with the monitoring initiatithe number of accesses has
remained the same since October.

* Monitoring has raised employee awareness; howewaployees are now
apprehensive knowing that every file access is tocedl.

* There are limitations to the monitoring as CSDNgloet track the time that an
employee spends in a client file.

The Department draftedRrotocol for the Use of Personal Information for Non-
Administrative Purposes to be used for research, audit, and related &esvi

30.TheVAC Discipline Policy and Disciplinary Guidelines state that because of the nature of

the Department’s mandate and the highly persomairiration in its possession,

Page 11



Assessment of Compliance with Access to Information Act and Privacy Act

inappropriate access to client files and inappadprdisclosure of client information are
types of misconduct which could warrant disciplynareasures. ThBiscipline Policy and
Disciplinary Guidelines are available on the Department’s intranet.

31.The Department has corporate files that contaisqrel information but lacks systems to
manage this information. The Department has deeelegm employee guidance document,
Personal Information as Supporting Documentation on Departmental Subject Records. Its
purpose is to provide direction on acceptable Gigesonal information as supporting
documentation on departmental subject records.

32.In addition to electronic client records, hard-copgords containing client information are
maintained at head office as well as regional efficAt the Centralized Processing Centre
hard-copy client files are kept in unlocked storagél the client file is no longer active.
Operational practices require that portions ofntlides be copied and forwarded to the
Finance Directorate (e.g., Earnings Loss Progrées)fi

33.During the collection of client data for programeuthe Department ensures it obtains
signed authority to release information and man#taiis authority on file. The forms used
contain the client name and file number as welhmmation on the party to whom
information will be released and the nature ofittiermation. This allows the Department
to consult with community service providers andeothealth professionals in the managing
of a client file.

34.The Department develop&lidelines on Handling Personal Information in the
Preparation of Briefing Materials. Despite the Privacy Awareness Training, a departahen
review of briefing notes revealed that between Mawer 1, 2010 and March 31, 2011, 30
percent of briefing notes and 28 percent of minigteeports contained more than ‘need-to-
know’ information.

35. Privacy Impact Assessments (PIAS) assess privakg related to programs and activities.
PlAs and threat and risk assessments, if requarednow completed before any changes to
programs or new programs are implemented. Thera atenber of legacy programs for
which PIAs have not been completed as they weptaice before this requirement. The
Access to Information and Privacy (ATIP) Coordindtar VAC has primary responsibility
for the conduct of PIAs.

36. The Department produced or is producing a numbgummfance documents related to the
disclosure of personal information in accordancth wection 8 of the Act. These include
guidelines for the disclosure of information to tigorney General of Canada; Policing
Services and Federal Investigative Bodies; Subpdaiaarant, or Court Order; and to
Ministers and Members of Parliament.

Criterion 2-3 — The Department verifies that its personal informat  ion banks are
complete.
As a result of our document review and interviews found that:

37.The Department submits new or revised personatrmdtion banks (PIBs) to the
Information and Privacy Policy Division of the Teeay Board Secretariat where the
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content is reviewed for compliance with tRvacy Act. PIBs are then to be input to Info
Source.

Criterion 2-4 — The Department annually confirms that its personal information
bank index is accurate, complete, and up to date.

As a result of our document review and interviews found that:
38.The Department submitted its most recent listing&fs to TBS to be included in the 2010

edition of Info Source which will update the 20G8t®n currently available.

39.The latest submission included a number of revid@s$ containing updated information
approved by TBS. PIBs are reviewed and updatediters as possible in consultation with
the program areas to ensure new collections, aseésdisclosures are reflected in the PIBs.
Each time changes are made, TBS approval is refjuire

40. The Department’s 2009 PIB Index includes all & ithiformation required by TBS and the
Privacy Act.

Criterion 2-5 — The Department responds to requests for access to personal
information as required and within the stipulated t imelines.

As a result of our document review and interviews found that:

41.ThePrivacy Act requires that the Department provides notice éadiguestor within 30
days that the documents will be provided and acedkbe given.

42.For purposes of understanding and assessing tbegsove selected three requests
submitted under thrivacy Act and found:

* The Department answered one request in three days.
» The Department completed one request in 30 days.

» The Department completed one request in 121 ddys.réquest contained 1,286
pages of documents and 2 cassette tapes. We antutdmfirm the requester was
notified that the response would exceed 30 dayseqsred by théct, section 15.

43.The draft of the 2010 - 2011 Annual Report on thiennistration of théPrivacy Act
indicated the Department responded to 69 percemquiests within 30 days of receipt and,
when extensions were taken, 70 percent of requests completed on time.

44.There were 96 formal privacy requests outstandirgpil0-11 that were carried forward to
2011-12.
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Criterion 2-6 — The Department applies exemptions to the disclosur e of personal
information in accordance with the Act.

As a result of our document review and interviews found that:

45. For purposes of understanding and assessing tbegsove reviewed three requests
submitted under thBrivacy Act and found the Department applied exemptions ih ease.
They each referenced tReivacy Act, section 26 requiring personal information of anothe
individual, other than the requester, be removethfthe records. When the Department
completes a request it sends a letter to the régualeng with the records requested and
cites the sections of thct applied. As well, for any portion of the recerthat was
redacted, the section of the Act applied is no&xt to the redacted area.

46.The draft 2010-2011 Annual Report on the Administraof thePrivacy Act identified 170
cases where exemptions were applied for formalesigu These included the sections
mentioned above and sections 22, 27 and 28 d®ritvacy Act.

47.ThePolicy and Procedures for the Processing of Requests for Access to Records and
Personal Information under the Access to Information Act and the Privacy Act provides
guidelines on applying exemptions in thgvacy Act. The authority to apply the
exemptions has been delegated to the ATIP offtdewever, the institution providing the
records is required to review the records and laghthe information they believe requires
exemptions to be applied. The ATIP officer revidis records and makes the decision
whether the information highlighted qualifies foreenption or if other parts of the records
require exemptions.

Criterion 2-7 — The Department prepares an annual report on the ad  ministration
of the Act to be tabled in Parliament within three months of year end.

As a result of our document review and interviews found that:

48.The Department prepared its 2010-11 Annual Repothe Administration of th€rivacy
Act in May 2011. The Report must be submitted to ¢dmhise of Parliament within three
months from the financial year end or, if Parliatniemot sitting, within 15 days of the next
session. At the time of our report completion, dieadline had not passed and the Report
had not been submitted.

49.The 2009-10 annual Report was deposited with teek@if the House October 19, 2010.
The House was not sitting the end of June wheR#port was due and it resumed its
session September 20, 2010. The Report was subdrd@telays after the House returned for
the third session of the 40th Parliament.
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Recommendations

1. Management should select and implement an electomtdumentation and records
management system to control its corporate infaondtoldings, including any personal
information that may be held there.

2. Management should provide ongoing education amcitigato employees on the intent and
application of policies and procedures comprishigyDepartment’s new Privacy Framework.

3. Management should implement systems so that recardbe disposed of in accordance
with its Records Disposition Authority from Libragnd Archives Canada.

4. The Chief Privacy Officer should continuously moniand report on the Department’s
compliance with its Privacy Framework and Brévacy Act.
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Assessment of Compliance with Access to Information Act and Privacy Act

Appendix A — Assessment Objective, Criteria, and Source

Objective

Criteria

Source

To assess the

1-1 VAC responds to requests accurately and comlg|giroviding
L timely access to records in the format requested

Access to Information
Act, section 4

Department’
compliance
with the

1-2 VAC twice a year confirms that its list of rede and manuals is
accurate, complete, and up to date

Access to Information
Act, section 5

Access to
I nformation
Act and the

1-3 VAC responds to requests for access to rea@sdsquired and
within the stipulated timelines

Access to Information
Act, sections 6-12

Privacy Act

1-4 VAC applies exemptions to the disclosure obrds in
accordance with thact

Access to Information
Act, sections 13-26

1-5 VAC provides third parties with notice thairitends to disclose
a record

Access to Information
Act, section 27

1-6 VAC prepares an annual report on the admirtistraf theAct
to be tabled in Parliament within three months ediryend

Access to Information
Act, section 72

2-1 VAC caollects, retains, and disposes of persorfatmation in
accordance with thact

Privacy Act, sections 4-6

2-2 VAC protects its personal information

Privacy Act, sections 7-9

2-3 VAC verifies that its personal information bardee complete

Privacy Act, section 10

2-4 VAC annually confirms that its personal infotina bank index
is accurate, complete, and up to date

Privacy Act, section 11

2-5 VAC responds to requests for access to persoizaimation as
required and within the stipulated timelines

Privacy Act, sections 14-
17

2.6 VAC applies exemptions to the disclosure ofpral
information in accordance with thet

Privacy Act, section 18-
28

2.7 VAC prepares an annual report on the administraf theAct to
be tabled in Parliament within three months of yeraat

Privacy Act, section 72
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Appendix B — Assessment Criteria Matrix

Access to Information Act

1.1 VAC responds to requests accurately and completely,
providing timely access to records in the format requested.

1.2 VAC twice a year confirms that its list of records and
manuals is accurate, complete, and up to date.

1.3 VAC responds to requests for access to records as required
and within the stipulated timelines.

1.4 VAC applies exemptions to the disclosure of records in
accordance with the Act.

1.5 VAC provides third parties with notice that it intends to
disclose a record.

1.6 VAC prepares an annual report on the administration of the
Act to be tabled in Parliament within three months of year end.

Privacy Act

2.1 VAC collects, retains, and disposes of personal information
in accordance with the Act.

2.2 VAC protects its personal information.

2.3 VAC verifies that its personal information banks are
complete.

2.4 VAC annually confirms that its personal information bank
index is accurate, complete, and up to date.

2.5 VAC responds to requests for access to personal
information as required and within the stipulated timelines.

2.6 VAC applies exemptions to the disclosure of personal
information in accordance with the Act.

2.7 VAC prepares an annual report on the administration of the
Act to be tabled in Parliament within three months of year end.
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Appendix C — Ten-Point Action Plan Assessment

Action Step

Description

Target Date

Status

Review system
access in detail

Detailed review of 2,800 CSDN user
accounts

March 31, 2011

Ongoing. Initial assessment of CSDN access
matrix in November 2010 resulted in 400
user accounts removed; Matrix Review
Committee created. Survey of access
requirements to be completed September
2011. Plan to implement regional access
control.

Communicate
discipline policy

A strengthened discipline policy and
guidelines with clear sanctions developed
and communicated to staff

October 31, 2010

Completed. Discipline guidelines posted on
Department’s intranet with email
notification to employees, May 2011.

Introduce a
privacy lens for
briefing note
process

New procedures on the appropriate use of
client information when preparing briefing
notes and other documents for use within
the Department

October 31, 2010

Completed. New briefing notes guideline
provided to level-3 managers. Also new
guidelines for disclosure of information to
Members of Parliament.

Appoint external
systems expert

External experts in electronic information
systems management to review and
recommend changes to departmental
systems

October 31, 2010 to

March 31, 2011

Completed. Expert reviewed IM/IT systems
in November 2010 and made 16
recommendations for improvement.

Appoint external
privacy expert

A team of experts in government
information management and privacy to
review and recommend changes to
departmental processes to ensure
information is protected and access is
controlled

October 19, 2010 to

March 31, 2011

Completed. Three experts engaged to
review ATIP policies and procedures;
provide ATIP oversight and guidance; and
provide training for managers.

Enhance
monitoring of
electronic systems

A team to proactively monitor, review, and
investigate who is accessing client
information. Where access is
inappropriate, disciplinary measures to be
taken

October 18, 2010

Ongoing. CSDN access monitored by IT
Security since January 2011; daily reports
prepared. Employees receive an email
asking for an explanation of why the
account was accessed.

Provide
mandatory privacy
training

A mandatory privacy awareness program
for all staff launched October 19, 2010.
This program covers ‘need to know’, client
consent when sharing information, and the
range of disciplinary measures that will be
taken if privacy is breached. Ste. Anne’s
Hospital has its own programs related to
privacy and confidentiality of client
information

October 19, 2010 to

November 19, 2010

Ongoing. 82% of staff trained on need-to-
know requirements of Privacy Policy in
October-November, 2010. This training is
now included in VAC’s information
management course and the MOP/SOP
sessions to begin in June 2011. Need-to-
know training is also offered to students
and new employees of the Department.
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Commissioner’s
audit

for a comprehensive audit by the Privacy
Commissioner

Action Step Description Target Date Status

8. Provide in-depth In-depth training for all staff on new January — March 31, | Ongoing. All managers trained in March
training on policies, guidelines, and procedures 2011 2011. Sessions also held for regional
Government offices. Training covered Privacy
privacy policies Management Framework, policies, and
and procedures guidelines. Commitment to train all staff by

July 2011.

9. Conduct An annual independent assessment of Annually, starting Completed. Audit Services Canada
independent VAC’s compliance with the Privacy Act and June 2011 engaged to conduct annual assessment;
annual assessment | Access to Information Act report in June 2011.

10. Prepare for Privacy | The Department has started preparations Immediately Ongoing. All steps above are in preparation

for the Privacy Commissioner’s audit.
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Appendix D — General ATIP Process Diagram

Prepared by Audit Services Canada
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